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Foreword

Risk management is something that we probably all know we are supposed to do but too often it is
seen as a complex scientific discipline; something that is done by highly qualified experts sitting in ivory
towers. Or worse, a bureaucratic waste of time.

Nothing could be further from the truth. Risk management is something we all do without thinking in our
everyday lives. Why do we look both ways before we cross the road? Because we’re managing the risk
that we might be run over by a car that’s going too fast and fails to stop in time. If that happens we won't
achieve our implicit objective of reaching the other side of the road in one piece. So a lot of this is second
nature or common sense based.

We need to bring that kind of thinking to the workplace but we recognise it can be difficult to know
where to start. The IRM’s Charities Special Interest Group has created this guidance to help charities of
all sizes make sense of risk management. The guidance is based on the approach set out in ISO 31000
and is entirely consistent with Charity Commission requirements.

This guidance supplements our leaflet, ‘Getting started’ and provides more detail on how to develop risk
management in your charity.

This guidance covers the following areas:

An overview of the risk management ProCeSS..........cuuiiueiiiiiiiiiiiie e Page 4
How to set up your risk management framework ............ccccceoveciiiiee e Page 5
How to identify and asSeSS MSKS .......ooiiiiiiiiiiiee e Page 6
HOW 10 frEat FISKS ... e Page 9
The importance of monitoring and reviewing risks .............cccoovieeiiiiiiiei e Page 10
Where to find further help and information ..., Page 11

IRM is the leading professional body for risk management.

We are an independent, not-for-profit organisation that champions excellence in
managing risk to improve organisational performance.

We do this by providing internationally recognised qualifications and training,
publishing research and guidance and raising professional standards across the
world. Our members work in all industries, in all risk disciplines and across the public,
private and not-for-profit sectors.
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Risk process overview

Before we start let’s be clear about a few definitions.

What is a risk? Arisk is something uncertain — it might happen or it might not. A risk matters because, if it happens, it
will have an effect on objectives.

And risk management? This is any activity undertaken to identify and then control the level of risk which objectives face. This
should be a central part of any organisation’s strategic management.

Controls and mitigation? You'll hear these terms a lot in risk management. A control is a specific action that will reduce the
likelihood of a risk occurring. To mitigate a risk is to make the impact of it less severe.

So what’s an issue? Risks and issues are often mentioned in the same breath. The difference is that an issue is an
unplanned event that’s already happened and needs action to manage it.

Effective risk management has many benefits but, in short, it means that objectives are more likely to be
achieved successfully. Income, reputation and stakeholder confidence are protected and expenditure
controlled.

This diagram summarises the risk
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For risk management to be effective you will need to follow all the steps in this process. And the process
needs to continue day in and day out. As circumstances change over time:

* new risks may emerge

* risks may become more or less likely to occur

» some risks might go away altogether.

Effective risk management involves an ongoing cycle of assessment, treatment, monitoring and review.
The frequency and timing of these processes will vary according to the size and complexity of your
charity as well as the changing landscape in which you operate.

We've set out in this guidance more detail on how to handle each element of the risk management
process.
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Decide who will be responsible
for risk management

Establish a policy

And communicate it

Think about training
and guidance needed

How to set up your risk management
framework

We’'ll assume that you've read our leaflet on getting started with risk management so you have some
idea of what it's all about. Now you can decide how best to implement it in your charity.

The charity’s trustees have ultimate responsibility for risk and are expected to regularly review and
assess the risks faced by their charity in all areas of its work and plan for the management of those
risks. There is a legal requirement for many of them to make a risk management statement in their
annual report.

In practice though, risk management is often delegated to the charity’s senior management. And in reality
everyone involved in the charity’s activities has a part to play in risk management. To ensure this is
co-ordinated effectively you will need a risk management framework.

Although risk management should be led by the senior management team or Board and must have
their commitment, it's a good idea to have someone who is responsible for it across the charity. They
won’t manage all the risks but they will make sure there is an agreed policy and process, as well as
co-ordinating risk management activity across the organisation.

In large charities there might be one person who focuses solely on risk management, but for most, risk
management will be just part of a person’s role and responsibility. In some charities there may also be
people responsible for specific areas of risk such as health and safety or safeguarding.

You will need to decide what is appropriate for your charity taking into account the complexity of your
structure and the nature of the work that you do.

You'll need a risk management policy that clearly sets out how things will be done. Remember to keep
this proportionate to the size of the charity and the work that you do. If you are a large international
charity delivering a range of activities, then the process will be more complex than for a small charity
focusing on one type of service in one location.

Your policy should cover:

» How risk management is important to the charity’s objectives

* How it links to your culture and structure

» The process for identifying, assessing, recording, managing, reviewing and reporting on risks
* Risk roles and responsibilities

* Your risk appetite
Remember to review the policy from time to time so it remains up to date and appropriate.

Agree the policy with the Trustees and then make sure everyone knows about it and where to find it.
Publish it in different formats and in different places to maximise exposure within the organisation.

If your charity really is just getting started with risk management you might need to arrange some
training for key staff. If you have the technology it's worth considering an online module - these can
work well where you just want to give people an overview and get them thinking about risks in the
workplace. You can then limit detailed technical training to those who really need it. The IRM, for
example, provides a short Fundamentals of Risk Management course regularly throughout the year.

You'll probably need to supplement any training with some guidance. This leaflet might meet some of
your critical needs but you may need something tailored to the processes you have decided to adopt.
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How to identify and assess risks

As well as considering how risks are managed within business as usual and annual planning and
budgeting, you will need to think about the risks you might face whenever you are developing a new
strategy or business plan and considering a new project or piece of work. Sometimes the risks will be
so significant that you will need to change your plans to avoid or reduce the level of risk faced.

You'll need to be methodical about this. Here are some simple steps to follow:

Identifying risks

Confirm your objectives Remember that if risks occur they will affect your objectives. Risks don’t exist in a vacuum so make
sure you are clear about what your objectives are for whatever work you’re considering.

Be clear what success looks like It can be helpful to think about all the things you will rely on to achieve your objectives and to recognise
any key constraints and dependencies. If you wanted to bake a cake you would need a good recipe,
the right ingredients, a suitable cake tin and an oven that works properly (as a minimum). Might there
be problems with any of those things? Could you proceed without one of the ingredients?

Think about different risk categories Risks come from a number of sources. Common risk categories include strategic, project, operational,
financial, environmental, external, legal / regulatory and governance. Think about the categories that
apply to your charity.

Consult other people Involve relevant stakeholders when identifying risks. That way you are less likely to overlook anything
critical. You can hold a workshop, interview people or do an email survey. Consulting people is also a
good way of raising awareness of risk, securing buy-in and making sure the risks get managed.

Record the risks This is important for monitoring and reviewing the risks in future. We suggest using our simple template
which will help you capture all the information you’ll need.

Score
No | Riskevent | Cause(s) Impact Owner B Actions
(Lx])
1 | I'miss the | oversleep | am late and miss | A person 2 4 8 | Replace batteries in my
train the meeting alarm clock

v~ W N

* L= Likelihood, | = Impact

So you have a list of the main risks your charity is facing, but you'll probably be more worried about
some than others. Remember, when it comes to risk different people have different views and you’ll
need a consistent method for assessing risks to remove any bias.
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How likely is the risk to occur?

Think about
‘Black Swan’ events

What would the impact would be?

Score each risk and include
this in your risk register

‘RAG’ each risk

Assessing and scoring risks
If a risk is very unlikely to occur you will probably be much less concerned than if it almost certainly will.

So-called ‘Black Swan’ events are risks that are highly unlikely to occur — in fact people might not even
conceive that such a thing could ever happen - but they often have catastrophic consequences and
could bring your charity to its knees. They are often called ‘unknown unknowns’. Please think carefully
about how you might cope with potential Black Swans.

Remember there might be various consequences of a risk occurring (and some may be positive) and
they may impact on more than one objective.

You could keep it simple and score each risk as high, medium or low likelihood. Or you could use a
scale of 1-5 for both likelihood and impact. We have given an amended version of the criteria included
in the Charity Commission for England and Wales’ Risk Management guidance. The Commission puts
extra weighting on some criteria, which we have left out for simplicity. Whatever criteria you use, the
important thing is to understand which risks need the most urgent attention.

In interpreting the risk heat map below, likelihood is x and impact is y. The colour codes are:
Red - major or extreme/catastrophic risks
Amber - moderate or major risks

Blue or green - minor or insignificant risks

Extreme/Catastrophic
Major
°©
S | Moderate
E
Minor
Insignificant
1 2 3 4 )
Remote Unlikely Possible Probable Highly probable
Likelihood

To see the Charity Commission’s fully weighted example go to: https://www.gov.uk/government/
uploads/system/uploads/attachment_data/file/352535/cc26text.pdf

It's usual to create an overall score by multiplying the likelihood and impact scores. Then classify the
most serious risks as ‘red’, the least serious as ‘green’ and those in between as ‘amber’. This makes it
easier to read ‘at a glance’.
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What do the scores mean?

It's important that everyone understands what the scores represent and you might want to provide

some further clarification e.g. where there is a financial impact a loss of £1m might be ‘very high’ and a
loss of £100 ‘very low’.
Consider developing a guide to your own likelihood and impact definitions like these:

Likelihood Certainty Number of instances Time period

Highly probable / Very high (5) Almost certain 1110 Once in 3 months

Probable / High (4) More likely than not 1/100 Once in a year

Possible / Medium (3) Fairly likely 1/1,000 Once in 5 years

Unlikely / Low (2) Unlikely 1/10,000 Once in 10 years

Remote / Very low (1) Extremely unlikely <1/10,000 Not in 50 years

Level of Strategic Operational Financial Reputational Compliance

impact

Very High Would require Fundamental If the risk Significant and irreparable | Serious breach
a fundamental organisational materialised the | damage to reputation. of governance
change in changes would cost to the charity | Sustained negative regulations that
organisational need to be would be greater | publicity resulting in loss | would lead to
strategic/critical | implemented. than £3 million. of public/professional/ status of the
objectives. Delay of 1 year political confidence in charity being

+in delivery of the charity. reviewed.
project.

High Would require A significant If the risk Significant and Significant
a significant amount of work materialised irreperable damage to breach of
shift from would need to the cost to the reputation. High negative | governance
organisational be done at all charity would impact on the charity’s regulation
strategy/critical levels to be between £1 reputation. Could impact | requiring
objectives that resolve the milllion and £3 on charity’s ability immediate
would require matter. Delay million. to influence public/ notification of
BoT input. of 6-12 months professionals/politicians. | regulatory

delivery on the Generates significant bodies.
project. numbe of complaints.

Medium Would A significant If the risk Minor damages but Breaches
impact on the amount of work materialised widespread. Significant | governance
organisational would be required | the cost to the localised low level regulations and
strategic/critical | by a team to charity would be | negative impact on the would require
objectives and repair operational | between £500k charity’s reputation/ significant work
would require systems. Delay and £1million. generates limited to rectify.
management of 3-6 months complaints.
discussion. in delivery of

project.

Low May have Low level If the risk Minor damages in a May breach low
an impact processes would | materialised limited area. May have level governance
on achieving need to be the cost to the localised, low level regulations but
organisational revised but the charity would be | negative impact on the can be rectified.
strategy but matter could be between £100k charity’s reputation/
this could be resolved. Delay and £500k. generates low level of
resolved. of 1-3 month’s complaints.

in the delivery of
project.

Very Low Little impact Has no impact If the risk Has no negative impact | No impact on
on the on the day to day | materialised the | on the charity’s the charity’s
organisational operation of the cost to the charity | reputation/no media governance
stratergy. charity. Less than | would be no more | interest. structures.

1 months delay in | than £100k.
delivery of project
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You'll probably decide to
‘treat’ most risks

But sometimes it’s OK to do nothing

You might have to stop the risky
activity

Consider insurance and contracts

Don’t forget contingency plans

Appoint an owner for each action

Record agreed actions on
the risk register

How to treat risks

Identifying risks alone is not enough to make them go away! Now you've identified and assessed your risks
you should decide what, if anything, must be done to reduce the likelihood of the risk occurring or minimise
its harmful impact if it happens. A common way to approach this is to decide whether to Treat, Tolerate,
Terminate or Transfer the risk (the 4 T’s!)

For the most severe risks you will almost certainly decide to take action. Considering what would cause the
risk to happen, and the impact it would have on your objectives, is the best way to decide what action to take.
For example, if the risk is staff leaving, you need to understand whether the issue is poor morale or if salaries
are higher elsewhere. Can they be replaced quickly? What cost is attached to this?

In reality a risk might have a number of causes so remember that you might need to consider more than one
course of action to address the risk. On the other hand you might find that one action will address a number
of risks. For example, a programme of staff engagement might improve staff morale and reduce staff turnover
as well as improving their knowledge and reducing the number of mistakes they make.

Don't forget to consider the cost of any action you take and make sure it’s proportionate — you wouldn’t spend
£1m to prevent a loss of £100k for example.

You don’t have to leap into action for every risk. If there’s a fairly low likelihood of it happening, or the impact
would be low if it did, then you might decide to ‘tolerate’ the risk and do nothing unless it becomes more
serious. But make sure everyone knows that's an informed decision.

Remember to review the risk regularly. Things change and something that seems very unlikely at first could
become more likely or its impact increased over time.

Occasionally you might identify a risk that would have such a severe impact on your objectives that you have
to ‘terminate’ the activity causing the risk. This will depend on your organisation’s strategy and ‘risk appetite’.

For example you might plan an exciting new event that would bring in lots of extra income, but if the risk of
serious injury to participants is too great you might decide to abandon the idea. Think of the damage to your
reputation (not to mention the impact on the participants and their families).

Insurance isn’t available for everything and can be an expensive option, but there are some risks you can
transfer in this way. You may also find you can use contracts to transfer certain risks to a third party.

For the risks that are highly likely to happen you will also need a contingency plan. This will help you to
formulate how you are going to minimise disruption if the risk occurs.

Make sure that each action you decide to take has an ‘owner’ who will be responsible for ensuring the action
is implemented and for reporting on progress. Make sure everyone in the organisation knows who the ‘owner’
is to avoid any misunderstanding.

Your risk register will probably be seen by a number of people across the charity and they will want to know
about the action planned to reduce risk. Risk owners will also need to consider progress of the actions as
part of their regular risk reviews.
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Risks change -
consider them regularly

Check the action you're taking
- is it effective?

Update your risk register

Learn the lessons!

The importance of monitoring and
reviewing risks

A common mistake people make is to identify their risks, come up with some actions to address them,
record it all carefully on a risk register and then file it away, never to see the light of day again.

Once a year just isn’t enough, but is often what happens. But think back twelve months; has everything
you planned for the year turned out exactly as you thought it would?

For fast moving projects you might need to review risks as often as weekly in a 5-15 minute
teleconference, but for more strategic risks quarterly might be enough. Think about how often you need
to review risks as you develop your risk management framework.

Risks do change. Sometimes external factors can mean that a risk increases, reduces or goes away
altogether. And the action you’re taking should be reducing risk as well, of course.

Remember too to consider whether there are any new risks. As the external landscape changes or
as a new project progresses, it's quite likely you will identify new risks. Add these to your risk register,
assess them and decide how to manage them in the same way as before.

Is the action you've decided to take having the desired effect? If you're doing everything you planned
but the risk is still as severe as it was before then you need to take stock. Do you need to stop and do
something else instead? Or do you just need to do more of what you're doing? Or perhaps faster?

It can be helpful to think about when you expect risks to reduce as a result of action taken. For
example if you are training staff in respons e to a risk, then the risk probably won’t reduce until they
have had the training and have operated the system for a few weeks. But if the risk hasn’t reduced at
that point you'll need to have a rethink.

Remember to update the risk register after every review. Record the reason for any changes you
make. This is something that is often overlooked — it's seen as yet another form to fill in. But it actually
provides a useful audit trail, an important thing in a sector where staff turnover can be high and
stakeholders are many.

Even with the best risk management processes, risks will sometimes occur. This may be due to
external events beyond your control or simply because you under-estimated the likelihood of it
happening. If this is a risk you had identified you will hopefully have had a contingency plan, but make
sure you learn from the experience. Why did it happen? Could it happen again? What could you do
differently another time?

It's a good idea to communicate the learning to key people across the charity as although it might be
too late this time, others may be able to prevent similar issues in their work.

This could also assist in managing the internal and external communications to demonstrate to
stakeholders that you are an organisation that learns from historical lessons.
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Tell relevant stakeholders about
your progress

Produce a regular risk report

Include a risk management
statement in your annual report

The IRM has produced guidance
specially tailored for charities

But there is more information
on the main website

The Charity Commission has
produced a guide for trustees

Communication and consultation

The most serious risks can have catastrophic consequences so it's important to make sure that the
right people know about the risks you've identified and how you are managing them.

Risks are usually managed at different levels within an organisation. There might be project and
business unit risk registers, as well as a corporate risk register. Different people will be interested in
each and you will need to agree with management who needs to see what. For risks that could have
a severe impact on organisational objectives it’s likely that the senior management or the Trustees will
make decisions about what action is taken. It's a good idea to agree some criteria so that everyone
knows exactly when they need to ‘escalate’ a risk. You can link this to your assessment criteria (see
page 7) — see the example below.

RAG assessment Who should manage the risk?

Executive Team/Director — urgent remedial action required

Head of Function — remedial action and senior level monitoring required

Line manager — low level monitoring required

The risk register alone might not tell the full story. Management and Trustees will want to know how
effective risk actions are, whether risk scores have changed and why and whether any risks have been
closed or new risks identified. They may also identify new risks based on the information provided.

As part of your risk management framework you will need to decide how frequently you will report

to the Trustees and in what format. Some organisations use a one or two page dashboard that
focuses on key risks, new risks and how these are being managed, as well as detailing future risk
management strategies. Some charities will also have an Audit and Risk Committee which oversees
risk management on behalf of the Trustees and may look at the charity’s risks more frequently.

By law, the Charity Commission for England and Wales requires trustees of charities over the audit
threshold to report on the major risks to which the charity is exposed, confirming that they are satisfied
systems are in place to manage those risks.

You can find more information about this in the Charity Commission’s guidance ‘Charities and Risk
Management'.

Further information

This guidance supplements our short leaflet which you can download from the Institute of
Risk Management’s charity pages at www.theirm.org. You may also find out more about IRM’s
Charities Special Interest Group at www.theirm.org/events/special-interest-groups/charities/

www.theirm.org has a wide range of information available free of charge. You can also sign up
for webinars to hear live discussions about a range of risk topics. And if you join the IRM you can
access an even wider range of resources.

‘Charities and Risk Management’ is available at www.charity-commission.gov.uk
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