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INTRODUCTION | EDITORIAL LEADER

ANOTE FROM THE
EDITORIAL DESK.
THE EVOLVING DISCIPLINE
OF PEOPLE RISK
MANAGEMENT

rganisations are discovering
that their greatest opportunities,
and their most significant
vulnerabilities, often lie not in
systems, but in people. The human
dimension of risk has never been more

important. From leadership and decision-making to culture,
behaviour, talent and wellbeing, people shape how
organisations respond to uncertainty, adapt to change and
build resilience.

This issue of Enterprise Risk magazine explores the
evolving discipline of people risk management and examines
why understanding human behaviour is now central to effective risk management.
As organisations navigate economic volatility, geopolitical uncertainty, technological
disruption and changing workforce expectations, risk professionals are being called
upon to look beyond traditional frameworks and engage more deeply with the
human factors that influence performance, governance and organisational outcomes.

We are delighted to feature an exclusive interview with Stephen Sidebottom, Chair
of the Institute of Risk Management (IRM), to mark the release of his new book,
Fundamentals of People Risk Management. Stephen shares insights from his
extensive experience in risk, leadership and human resources, and explores why
people risk deserves a more prominent place in boardroom discussions. His book
provides practical frameworks for understanding how behaviour, culture, ethics and
decision-making influence organisational success, offering timely guidance for risk
professionals seeking to integrate people risk into enterprise-wide risk management.

Throughout this edition, our contributors examine the challenges and
opportunities associated with managing people-related risks in today’s organisations.
From fostering healthy risk cultures and strengthening leadership capability to
addressing behavioural biases and enhancing workforce resilience, the articles in
this issue demonstrate that effective risk management is ultimately about
understanding people as much as it is about understanding processes.

This issue will also be the last collected issue of Enterprise Risk. We’ll be moving
to a more regularly updated news style format on our website with insightful articles,
podcasts, interviews and free downloadable resources. We hope you’ll check out
the new website when it launches this summer. Until then, please enjoy the issue!

Andrew Demetriou
Content Manager | The Institute of Risk Management
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NEWS | 1RM VIEWPOINT

MODERN SLAVERY
IN THE UK?

When we think of slavery, we
often think of the past and the
stories we’re taught in history
classes. We think of film and TV as a
form of representation that doesn’t
mirror modern society, when in
actuality, slavery is happening all
around us. Forced labour, trafficking
and sexual exploitation are all forms
of modern slavery, and could
become increasingly difficult to
detect in the coming years unless
urgent action is taken to tackle
criminal networks. The independent
anti-slavery commissioner (IASC)
has warned that the cost-of-living
crisis and the rapid development
of technology, especially the Al
sector, is leading to record levels of
modern slavery in the UK. In
2025, 23,000 potential

E: - victims of modern
4 W T | Slavery were
) referred to the IASC
: - a 22% rise from
: the previous year
W o=/ and the highest
B figure ever recorded.
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Viewpoint

COLLABORATION

IRM announces
RIMAS partnership

The Institute of Risk Management
(IRM) and the Risk and Insurance
Management Association of Singapore
(RIMAS) are pleased to announce a
new strategic collaboration designed
to advance professional development,
knowledge sharing and organisational
resilience across Singapore.

The collaboration reflects IRM Asia’s
continued growth and commitment to
working with high-quality regional
partners to expand access to risk
management lifelong learning, thought
leadership and professional networks.
Through this relationship, IRM and
RIMAS will explore practical ways to
support members, practitioners and
organisations in building stronger risk
capability in an increasingly complex
operating environment.

Under the framework, IRM and
RIMAS intend to collaborate across
several areas, including jointly
organised events, member engagement
activities, promotion of relevant IRM

courses and qualifications, joint
research and thought leadership, and
potential future programmes linked to
emerging areas such as Al governance
and ISO 42001. The first joint activities
are expected to focus on member-
facing engagement, including
webinars, roundtables and executive
briefings, with both organisations
bringing together speakers, subject
matter experts and practitioners to
address current and emerging

risk issues.

Victoria Robinson, Head of
Partnerships Asia at IRM, said: “We
are delighted to be partnering with
RIMAS, whose role in Singapore’s
risk and insurance management
community is well established
and highly respected. Together,
we have an opportunity to deliver
practical value for members, support
lifelong learning and professional
development and contribute to
stronger organisational resilience.


https://www.theirm.org/news/why-are-we-seeing-record-levels-of-modern-slavery-in-the-uk/

PEOPLE RISK IN NUMBERS (FROM IRM RISK TRENDS 2026)

90%

of CEOs expect risk
practitioner hires to increase
over the next 12 months

O 71%

of CROs identified staffing and
budgets as the biggest

challenge in their organisations

IRM VIEWPOINT ' NEWS
.
el

S50% ¢

of CROs expect talent retention
to be one of the hardest people
risk issues they will face in 2026

Organisations urged to embrace
Al as a governance and risk issue

The Institute of Risk Management
(IRM), in partnership with SoftNet
Technologies, Britain and New Vision,
convened leaders from the Government,
finance, technology and governance
sectors to discuss the growing
opportunities and risks associated with
artificial intelligence (AI) in Uganda’s
institutional landscape. Held under the
IRM-East Africa Chapter Executive Risk
Engagement Forum, the annual dialogue
brought together risk professionals,
regulators, senior executives and
governance practitioners from across
Uganda and the East African region.
Hussein Isingoma, the acting internal
auditor general, Ministry of Finance,
Planning and Economic Development,
emphasised the need for professionals
and institutions to develop “fusion skills”
that enable people to work effectively
with Al instead of competing against it.
“Jobs will mainly be lost by those who
fail to upskill and adapt to working with
Al while new opportunities will continue
to emerge for those who embrace the
technology,” Isingoma said, adding: “We
need to define Al governance
frameworks and be aware of the risks.”
He urged organisations to view Al as
merely a technological investment and

approach it as a business and risk
management issue that directly
contributes to organisational success and
competitive advantage. The discussions
come at a time when Uganda is
accelerating its digital transformation
agenda through the Fourth National
Development Plan, the Digital Uganda

Vision 2040, all of which promote
technology-led transformation of public
institutions and service delivery.

But Uganda still lacks Al-specific
legislation, and existing governance
frameworks were not originally designed
to address the complexities and
fast-changing nature of AL

THE MISSING LINK IN CYBERSECURITY AND GOVERNANC

As organisations accelerate digital
transformation and adopt emerging
technologies such as artificial
intelligence, cybersecurity and
governance challenges are becoming
increasingly human-centric. In a recent
round-table discussion held together

Images: iStock

with Chartered Accountants Australia
and New Zealand Association, this
topic on Human Risk Management
(HRM) was attempted to highlight

an important shift in thinking: rather
than viewing employees merely as

vulnerabilities to control, organisations

should understand,
measure and positively
influence human
behaviour as a core
component of risk
management.

Read more here >>

May/June 2026 Enterprise Risk 7


https://www.theirm.org/news/human-risk-management-the-missing-link-in-cybersecurity-and-governance/

PEOPLE RISK MANAGEMENT

FACE-TO-FACE
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Hear from the IRM Chair
about his experience in
developing his brand-
new book, Fundamentals

of People Risk Management,

available to purchase now
at all good book retailers

eople risk has become one
of the most critical—and
often overlooked—areas of
organisational resilience. In
this interview, we speak with
Stephen Sidebottom, Chair
of the Institute of Risk
Management (IRM), about
his new book, Fundamentals
of People Risk Management.
Drawing on his extensive
experience in risk leadership,
Stephen explores the evolving nature of people risk,
why it deserves greater attention from boards and
executives, and how organisations can build
stronger frameworks to manage the human factors
that influence success. We discuss the key themes
of the book, the challenges facing practitioners
today, and what effective people risk ma nagement
looks like in practice.

What inspired you to write
Fundamentals of People Risk
Management, and why do you
believe now is the right time for
organisations to focus more
seriously on people risk?

The book has grown quite naturally out of the overlap
between two parts of my professional
working life. I spent many years leading ‘
global HR functions and working with

leaders on managing the human reality of
organisations. I have also become
increasingly involved in the world of risk,
where there is a strong thinking discipline
about uncertainty, exposure, control and
long-term resilience.

These two worlds often look at the
same organisation and the same event
but don’t always join the dots to create
an holistic interpretation of what is

Images: iStock/Shutterstock

FUNDAMENTALS OF

TOOLS AND FRAMEWORKS
- FOR MANAGING PEOPLE RISK
AND INCREASING RESILIENCE

STEPHEN SIDEBOTTOM

PEOPLE RISK MANAGEMENT | FEATURE

going on. HR can see much of the lived reality
of work and understands people management
processes. Risk sees the formal architecture of
governance and control but often has an
underdeveloped view of the connection between
the human system and enterprise risk.

The book doesn’t argue that organisations have
ignored people related risks. On the contrary, they
already recognise many of the visible
manifestations of these risks. Things like fraud,
misconduct, capability gaps, concentration risks,
well-being concerns and cultural failures are
familiar to us from many examples across sectors.

But in practice it seems to me they are often
managed as operational issues through process
controls, compliance mechanisms or event
responses, or sometimes as abstractions with
general statements of intent.

Of course, these responses are often useful.
Fraud prevention controls are necessary, as are
things like conduct standards, clear incentives and
accountability. Well-being requires significant
attention to health, safety and workplace design.
But the approach to people risk here asks a
different question, an upstream question, about the
conditions in the human system that make people
risk consequences more or less likely.

This is rooted in my belief that a well calibrated
human system creates sustainable
long-term value for organisations.
Financial soundness, commercial
relevance and competitive positioning
are essential, but they are not sustained
in isolation. Sustainable performance
also depends on the extent to which the
organisation can build and maintain
trust, competence, belonging, well-
being, and learn and renew itself.

As to “why now?”, organisations are
I g operating in conditions where human
] : systems are under increasing pressure.

May/June 2026 Enterprise Risk 9



FEATURE | PEOPLE RISK MANAGEMENT

Technology is changing work significantly, trust

in institutions is weak, and external demands and
pressures are rising. These forces are reshaping
what organisations need from the people who work
in them. and what those people in turn need from
their organisations. Given this context, people risk
cannot be treated as a set of HR issues or
operational incidents - it has to be understood as
part of enterprise risk management in support of
long-term resilience.

Drawing on your experience in risk
management, what were some of
the biggest challenges you faced
when translating complex people
risk concept into a practical guide
for readers?

Human systems are complex open systems, so there
was a real challenge in working out how to approach
this in a way that was relatively straightforward to
navigate and allowed readers to work out what they
were going to do. The biggest challenge was perhaps
to accept that there is no single answer or formula
that can be applied. It’s not as straightforward as
simply offering a model or checklist.

The book is, however, rooted in a relatively
simple argument. People risk starts upstream, in
the conditions that shape how people think, decide,
and act. It is a property of systems, not individual
behaviour. Organisations therefore need to move
from events and symptoms to underlying conditions
and system design in the way they think about
understanding and managing their people risks.

It is also essential to understand organisational
context. Every organisation has its own purpose,
priorities, history, strategy, pressures and
vulnerabilities. So, the practical question rapidly
becomes not “what is the universal answer to
people risk?”, but “how does this organisation
create value through its human system and where
is that value vulnerable?”

That is why the book offers a framework, or a
landscape of issues, rather than a formula. The
framework links inputs with outcomes. The inputs
are those areas where organisations can act, and
the outcomes describe the human conditions that
show whether the system is working well. These
outcomes are not simply aspirations or sentiment
measures but instead markers of long-term
organisational health.

Inputs are the areas where leaders, HR
professionals, and risk practitioners should
intervene. For example, if trust is deteriorating,

10 Enterprise Risk May/June 2026

the answer is not to measure trust more elegantly.
The task is to understand what leadership, cultural,
work design, or external conditions are causing

it to deteriorate in the first place. If there are
problems of competence, the question should

not be only whether training exists, but whether
the organisation’s strategy, operating model, and
knowledge systems are aligned.

This is where the second line perspective of the
book becomes so important - the risk oversight that
challenges, monitors, and tests whether risk is
being managed effectively. HR owns many people
processes, but people risk is broader than HR
process effectiveness. The book tries to give HR,
risk professionals, and leaders a shared way of
seeing how risk exposure is created and
transmitted through the human system.

Were there any particular case
studies, experiences or conversations
that significantly shaped the
direction and content of the book?
When I began the project, I expected to spend more
time drawing specific lessons from interviews with
managers, HR leaders and risk professionals. Those
conversations were valuable in shaping the overall




direction, but I realised that the most interesting
part was not usually the individual initiative they
described, but how they were thinking about their
organisation as a system. That shifted the book away
from cataloguing good practice and more towards
helping readers develop a way of seeing the system
in which they are operating. In a complex
organisation interventions only make sense in
context. Identifying high impact interventions
require a real understanding of timing, trust,
leadership attention, and readiness for change. The
same actions or interventions that can be catalytic
in one setting could be performative in another.

Public case studies therefore become important
because they allow us to step back and ask different
questions. Not “who failed?” but “what did the
system make more likely?”, “what was being
reinforced?”, “what was being ignored?”. Rather
than offering a new diagnosis these case studies
offer opportunities to consider how those same
issues might play out in other organisations and to
recognise that organisations can reach a state where
they are no longer able to see and understand the
dynamics within their own human system.

The book uses examples such as the Post Office
Horizon scandal, Boeing, Wells Fargo and the
Metropolitan Police to explore how people risk
manifests in different places and over time. These
organisations are all very different, but major
failures often emerge from familiar patterns such
as discounting weak risk indicators, making
challenge costly, distorting judgement

through incentives and mistaking
activity for control.

The IRM people risk survey
also shaped book. Respondents
recognised people risk as
strategically important, but
repeatedly described the
problem in terms of
conditions rather than

individual traits.

Conditions such as

overload, ambiguity,
conflicting expectations,
‘ hierarchy and blurred
ownership. That
reinforced in my mind
the need for a framework
that starts upstream with
the conditions that produce
behaviour, rather than
downstream with the risk event.

PEOPLE RISK MANAGEMENT | FEATURE

How do you see the relationship
between organisational culture,
leadership and enterprise risk
evolving over the next few years?

I think culture will become much more central to
enterprise risk, but only if we also become much
more precise about what we mean by it and clear
about how we manage it.

In the book, culture is not treated as a general
organisational atmosphere. Instead, it is defined
as what most people do most of the time. From a
risk perspective, culture is an essential part of the
control environment and should be managed as
such. This is because culture either amplifies or
dampens weak risk signals, it either accelerates
or holds back organisational learning, and it either
reinforces or undermines leadership intent. This
means culture can become a powerful source of
resilience, or a vector of harm. The difference
depends on whether leaders see the system clearly
and act with discipline to manage it.

In my experience this is where many
organisations struggle. They can recognise issues
such as conduct risk, ethical risk and cultural
risk, but they often try to manage them through
values statements, behavioural expectations, or
compliance processes. Those things may be a
necessary part of the control environment, but
they are not enough. Decision discipline, challenge,
ethical behaviour and candour cannot simply be
mandated, they have to be created instead through
the conditions people experience every day.

Leaders collectively shape what the organisation
notice and acts on, what it tolerates, and when
and how it learns. If leaders say one thing but
reward another, the organisation learns from the
reward. If challenge is invited but then punished,
the organisation learns from the punishment. The
formal message may matter, but the lived signal
matters more.

Over the next few years, I expect more mature
organisations to stop treating culture as a survey
topic and start treating it as a living risk control
surface. This means understanding how patterns
of behaviour affect the organisation’s ability to
govern itself well, to learn from events and perform
in a sustainable way. Organisations that already do
this well connect leadership, culture and work
design to value creation, reputation and trust outside
the organisation. The book describes how this works
through the people risk value chain showing the
way behaviour inside the organisation translates into
value, performance and stakeholder trust outside it.

May/June 2026 Enterprise Risk 11



FEATURE | PEOPLE RISK MANAGEMENT

What are some of the most

common mistakes organisations
make when trying to manage people
related risks, and how can risk
professionals begin to address

them more effectively?

Organisations don’t ignore people related risks. They
do however frequently make the mistake of
managing the manifestations of this risk in isolation.

Conduct risk is a good example. It is often
managed through things like behavioural standards,
incentives, customer duty obligations, conflict
management and accountability mechanisms. Again,
those are all important. But if the organisation only
manages conduct at the level of process or individual
behaviour, it may miss some of the deeper
conditions that shape that conduct in the first place.
The risk may lie in those conditions - decision
discipline, ethical climate, leadership signals,
workload, power, status and whether people can
challenge what is happening around them.

The same is true of concerns such as well-being,
capability and concentration risk. An organisation
can treat each of these as a distinct operational issue,
but together they also tell us something about the
sustainability of the human system. A stressed
system narrows judgement and decision quality.
Fragile capability weakens resilience. A concentration e IR
of knowledge or authority creates dependency. [ .r”‘— / ""l i

The role of risk professionals is to help shift the i 4! j! o laaezs o
conversation from incident to system. This means )
asking not only “what happened?” but “what made
this more likely, and where else might the same
conditions exist?’ They can also help organisations
become more deliberate and disciplined about
weak signals. The challenge is not simply to collect
more data. The task is to understand which signals
matter because they connect to the organisation’s
purpose, strategy and most important sources of
value creation. That’s where the second line has a
particularly important role. It can help test whether
people related exposures are being identified,
owned, challenged and assured as part of
enterprise risk, rather than treated as isolated HR,
conduct, or operational matters.

What do you hope readers,
particularly risk professionals, board
members and business leaders, will
take away from the book and apply
within their own organisations?

I hope that readers take away the idea that people
risk is not just about preventing people from doing

12 Enterprise Risk May/June 2026
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PEOPLE RISK MANAGEMENT | FEATURE

bad things. It’s much more importantly about

understanding how organisations create value
through human systems and where that value
is vulnerable.

For risk professionals, I hope the book gives
them away into a territory that can sometimes
feel difficult to handle. Culture, leadership and
behaviour may appear less tangible than financial
or operational risks, but they often determine
whether controls work at all.

For HR leaders, I hope it offers a stronger
connection between their work and enterprise risk
and value creation. HR often holds many of the signals
that matter, but those signals are too easily reported
as activity or sentiment rather than interpreted as
evidence about the long-term health of the system.

For boards and business leaders, I hope the
book encourages a more disciplined and inquisitive
conversation about the organisation they are
creating. What is the system they have built
teaching people to do? What does it really reward?
What does it ignore in practice? Where does it
learn quickly, and where does it defend itself
against uncomfortable information?

The book frames these questions through the
relationship between inputs and outcomes. The
inputs are the domains under management
influence: leadership, culture, capability, work
design and external context. The outcomes are
the states that indicate whether the human system
is resilient: trust, competence, inclusion and
belonging, well-being, and learning and renewal.
When one of these outcomes weakens, it is a signal
that the underlying input needs attention.

I think this is important for sustainability and
preparedness. Organisations rightly spend a lot of
time understanding their competitive environment,
horizon risks, geopolitical exposure, supply chains
and regulatory change. My argument is that the
human system is just as fundamental to resilience.
It determines the extent to which the organisation
can see clearly, decide well, respond quickly and
retain the trust it needs to operate.

That, for me, is the heart of people risk
management. It’s not so much a response to
failure or a better way of reporting HR activity.
Instead, it’s a way of seeing, learning and shaping
the human system through which long term
business value is created.

Stephen’s book is available to purchase now here.

B Interviewed by: Andrew Demetriou, IRM
Content Manager and ER Magazine Editorial Lead
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ARTICLE | GOVERNANCE

PEOPLE,
SUGIETY AND
GOVERNANCE

Anita Punwani, Founder and

Chair of the IRM Environmental
and Social Governance Group,
discusses the ongoing impact
of people risk in the ESG space

hile organisations
do place great
emphasis on
people in internal
policy statements
concerning health,
safety and welfare,
as well as equality,
diversity and
inclusion, the
reality is that

the well-being

of certain groups of people is at risk due to gender
inequality and exclusion factors arising from the
way in which society is governed.

Climate change is a man-made crisis which is not
affecting people equally - women and girls are at
great risk. In the Global South, women constitute
many of the poor and, in rural parts, are highly
dependent upon local natural resources for their
livelihoods. These people in society are at risk from
weather events but also gender-based violence, with
gender inequality being compounded in the face of
the climate crisis as well as ongoing conflicts. In
relation to extreme weather events, women and

14 Enterprise Risk May/June 2026

children are fourteen times more likely to die than
men, which the United Nations (UN) claims is

due in large part to limited access to information,
mobility, decision-making and resources - it is
estimated that four out of five people displaced
by climate change are women and girls.!

Inequality and exclusion are placing people at
risk in the Global North as well as the Global South.
In the UK, certain groups in society were placed at
higher risk of death and injury in the Grenfell Tower




disaster because their specific needs were not
considered in evacuation planning. An investigation
into Grenfell Tower by the Equality & Human Rights
Commission concluded that government bodies
failed to make reasonable adjustments in planning
to help certain groups escape safely, including
pregnant women and children; it is estimated that
40% of the building’s disabled or vulnerable
residents died in the fire.? The voices of residents
were not valued, either before or after the fire;
residents warned about fire safety issues and the
dangers of catastrophic failure prior to the event .

We must ensure that
governance oversees
the management of risks
to all groups in society
environmental risk
facing mankind today

Images: iStock/Getty

Grenfell Tower was not an accident - it was a
man-made disaster.

As risk professionals, we must ensure that the
governance of organisations oversees the
management of risks to all groups in society. This
requires policies to be underpinned by values which
give people from all groups a voice in managing the
risks to them, such as the knowledge available from
the residents of Grenfell Tower in health, safety and
welfare planning, or the gender-sensitive strategies
women can develop in handling environmental risks
in the Global South. This does not only mean
community engagement but inclusion in decision-
making and access to resources. The UN encourages
the inclusion of women in decision-making, both
in mitigating the factors causing climate change, as
well as adapting to its impacts. Including women in
mitigating the social factors contributing to the crisis
may prove to be the best chance of handling the
greatest environmental risk facing mankind today.

B Anita Punwani CFIRM is Chair of the

IRM’s Environmental & Social Governance
Group which is focusing its thought leadership
on ‘Women and Children’ this year.

I References

'United Nations: ‘Why
women are key to
climate action’

2|nternational Bar
Association: ‘Grenfell
report: a fire fuelled
by a human rights
crisis’

3Fire Protection
Association: ‘Five
years on: A resident’s
perspective’

May/June 2026 Enterprise Risk 15

Y

GOVERNANCE| ARTICLE oo


https://www.un.org/en/climatechange/science/climate-issues/women
http://ibanet.org/grenfell-report
http://thefpa.co.uk/fire-and-risk-management-journal/feature-articles/five-years-on-a-resident-s-perspective#
:~:text=%E2%80%9C
Another%20resident%20warned%20the%20KCTMO,%2Dclosers
%20%5Bon%20doors%5D

FEATURE EMOTIONAL INTELLIGENGE

THE HUMAN
SIDE OF RISK
MANAGEMENT

Thomas Clare on why emotionally intelligent
risk practice would help organisations
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hat we rarely
name in risk:
We’re supposed to
pride ourselves in
risk management
on objectivity.

We have
frameworks,
controls,
appetites,
reporting cycles
and assurance
routines. We discuss uncertainty almost as if it’s
neutral, but the work itself is not.

Behind every risk manager, team or function,

I believe there’s a simple truth. Risk work can
sometimes be emotionally heavy, which affects
people in different ways - particularly when it is
done well and close to real decisions.

This often shows up when risk teams are closest
to decisions with real human consequences -
safety, livelihoods, national capability, or
reputational harm - where the work involves
repeatedly imagining failure so others don’t have to.

Risk professionals hold tension on behalf of a
system. We try to anticipate harm, worst cases,
challenge uncomfortable truths and decisions that
others just want to get through. We’re absorbing
the anxiety, pressure and expectations of teams,
suppliers and leaders, often so that decisions can
be made with clearer sight of what matters. Yet
our profession can treat emotional neutrality as the
expected default, wanting the ideal risk manager
to be a machine, not a person.

This becomes difficult to sustain as our
profession continues to evolve, operating at a
more strategic, decision-focused level. The
human side is not a distraction from the technical
discipline of our profession - it is a key control
that will help its success.

The emotional labour in risk work
We often carry emotional load without the
language for it. Over time, this can show up in
predictable ways without care:

e Holding other peoples stress: absorbing
worries from teams, leaders or suppliers

e Chronic vigilance: scanning for emerging
issues, uncertainties and missed signals

e Moral tension: being the person who has to say
“this doesn’t look right” when everyone wants a yes
e Identity strain: balancing challenge without
support, objectivity and empathy

Images: iStock
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The human side is not
a distraction from the
technical discipline
of our profession - it
Is a key control that
will help its success

e Vicarious stress: repeatedly sitting with
scenarios involving failure, harm, or loss

We'll never see this in a dashboard, but

these factors will influence how someone

thinks, decides and behaves when under stress.
This isn’t fragility, but more a sign of professional
commitment and care for outcomes across
teams and organisations. Without structures that
acknowledge this load, people can start carrying
it alone, and the early indicators that risk
professionals are good at spotting in systems
begin to show up closer to home.

The myth of emotional neutrality
Risk culture “done right” can often be
described as calm and analytical. There is value
here, but emotional neutrality is often mistaken
for emotional absence.
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The alternative is not volatility or chaos. It is
awareness - knowing what you’re carrying and
ensuring it doesn’t begin to shape your judgement.
When neutrality becomes an unexamined
expectation, it can create predictable side effects:
e Burnout masked as resilience: people look
steady long after their sharpness dulls
e Reduced challenge: emotional fatigue dampens
the courage to speak up
e Slower escalation: overloaded teams
avoid difficult conversations until they
become unavoidable
e Groupthink: when feelings are exposed,
people mirror the room instead of questioning
what they hear.

The role of the risk professional is to model
honesty, curiosity and professional dissent. When
the load of their work is ignored, those qualities
start to quietly recede. A risk team that can no
longer challenge with confidence becomes a
systemic risk.

Why does this matter now?

Across many organisations, risk conversations
are changing. We are moving from compliance to
culture, from process to decision quality, from
technical expertise to human capability, and from
information delivery to influential challenge.

This needs something deeper than
frameworks or more elaborate software. It
needs risk professionals who can stay reflective,
grounded and psychologically safe to challenge
with confidence when they need to.

As organisations are asking risk professionals
to play a more strategic role, the emotional
component of it increases. This will need more
than technical excellence. Emotional intelligence,
self-awareness and human centred practice are
increasingly becoming key differentiators in
effective risk leadership.

Emotionally intelligent practice and
better decisions

This isn’t a wellbeing agenda. It’s about
strengthening the conditions for better decision
making in our organisations.

Some of this sits with individual capability -
self-awareness, emotional regulation and personal
boundaries. Much of it though is organisational -
leadership behaviour, culture, and whether
psychological safety genuinely exists.

When the emotional dimension of risk work is
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This isn’t a wellbeing
agenda. It’s about
strengthening the

conditions for better

decision making in our
organisations

acknowledged and designed for, several effects
become visible. Challenge becomes more
consistent, rather than personality dependent.
Escalation happens earlier, with less filtering of risk
signals. Analysis becomes clearer and less distorted
by internal pressure. As a result, leaders receive
earlier, more direct insight into emerging risk.
These are not individual traits, but conditions
organisations can deliberately shape.

This is not to make the profession “softer”. The
world is a complex, rapidly changing place and the
risk profession is needed to help understand that
uncertainty. If we can remove more of the friction
from the system, risk professionals can then help
organisations see these threats more clearly and at
pace. A risk team that feels safe to think is a team
that helps keep the organisation safe.

What helps

We can do this in many ways:

1. Reflective practice as a standard: through
structured reflection, either individually or as a
team, you can help process the emotional load and
sharpen judgement. Other high-stakes professions
use it regularly, risk could too.

2. Psychological safety as an indicator:

does the team feel safe to raise concerns, challenge
assumptions or signal emerging issues? It’s not

a “nice to have”, it’s a significant indicator of
organisational risk.

3. Emotionally aware decision making:
checkpoints with a team benefit from
acknowledging what decision is about to be
made, or what they need to do. When emotions
are surfaced early, it becomes clearer on what
needs to happen.

4. Coaching informed leadership in risk

roles: leaders need the capacity to notice human
cues such as avoidance, stress, disengagement,
over compliance or bravado. Coaching mindsets
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support healthier challenge
and better conversations.
5. Debriefs to address
the system and the self:
after major moments,
: ! reviews should look at
N 1 A what happened and how
- : & 1 it felt. Not as therapy,
§ . but to understand
how emotional states
- 5 can influence
P

. communication,
; ‘ judgement and escalation.

If resilience often becomes “carry
on regardless”, when the stresses of the
delivery in an organisation strike, there could be a
place for something more: “Resilience is the ability
to feel the weight of something, understand it,
process it and continue with clarity.”
This matters because the job requires
sustained engagement with ambiguity, failure and
difficult truths. Pretending these are emotionally
neutral only shifts the burden onto individuals
rather than an organisation supporting it.
Recognising this openly can help distribute the
impact across the system, and benefit all.
Healthy risk teams challenge more effectively,

escalate earlier, and ultimately can assist in making
organisations safer.

If the profession continues to want to position

itself as one of strategic influence, its greatest asset
to look to the future won’t be perfect registers,

\ 11},

templates and frameworks. They have a place, but
L d d they won’t be enough.
eaders nee The real strength will be the human capacity
the capacity to

of risk teams. It’s awareness, emotional literacy,

no t | ce h uman reflective ability, safety and the authenticity in

rooms where decisions are made.
cues suc h as If we want clearer challenge, earlier warnings
A and stronger organisational outcomes, we must
avo_ I d an Ce’ St ress’ ensure we are designing risk systems that
d Isen g a g ement A sustain and enable the people tasked with
H protecting the organisation.
overcom p I lance When we look after the humans carrying the risk,
| or bravado
\

the whole system becomes safer and more effective.

Thomas Clare CFIRM
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DIGITAL RISK IS
ENTERPRISE RISK:
THEGASE FOR Al AND
DIGITAL COMMITTEES

Where Al adoption is widening and oversight is becoming
fragmented, a well-run committee can be difficult to beat

rtificial Intelligence (AL, Digital risk has become
digital transformation, enterprise risk
automation and cloud Digital risk has become enterprise risk. Technology
computing (and other now sits at the centre of strategy, financial
technologies) have quickly performance, operational resilience, regulatory .
become fundamental to compliance and reputation. So when digital fails, -
modern business strategy. it is rarely just an “IT issue” any more - it can
Organisations across nearly quickly turn into a full enterprise crisis.
every sector are adopting Recent examples show how wide this
these technologies at pace, exposure has become: ransomware
pursuing greater efficiency, halting operations, Al errors distorting :
improved customer decisions, cloud outages disrupting E)
experience and lower costs. critical services and data breaches {

However, one of the challenges of rapid adoption triggering regulatory penalties. At the 1
is ensuring sufficient coordination and governance. same time, Al adds another layer again. 2
Without it, organisations can quickly find Many organisations are rolling out
themselves dealing with fragmented initiatives, generative Al across customer
strategic misalignment, flawed Al-driven decisions, engagement, decision y
cyber incidents and poor data governance. support and data 4 P
Traditional committee structures are not always analysis, often faster than ‘
well positioned to manage this complexity. their governance can keep @

The question therefore becomes whether existing up - bringing risks such as _
governance arrangements are enough. Many hallucinated outputs, 4 é
organisations continue to oversee Al through existing  intellectual property
risk, audit or technology committees, particularly exposure, data leakage, weak ©
while adoption remains relatively limited. A dedicated  explainability and regulatory b) .O
committee usually becomes necessary once Al uncertainty that did
adoption widens, risk exposure increases or not exist a few w &
oversight starts falling between multiple committees. years ago. . ® “’ f

[ ]
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That uncertainty is increasingly giving way
to expectation. The EU AI Act’s requirements
for high-risk systems are phasing in, AI-specific
regulation is emerging across parts of the United
States, and countries such as Saudi Arabia are
continuing to formalise their AI frameworks and
regulatory expectations. For organisations, the
direction of travel is becoming clear. This means
organisations need to move towards demonstrating
how Al is governed, not simply assert that
governance exists.

Digital change has moved faster than many
governance arrangements. Oversight tends to be
split across committees - cybersecurity here,
technology investment there, data privacy and
innovation somewhere else again — which can lead
to gaps in accountability, duplication of effort and
inconsistent decision-making.

However, dedicated Al or Digital Committees are
becoming more important. Done well, they bring
these responsibilities together, connect technology
risk back to strategy, and give boards a clearer way

AIAND DIGITAL COMMITTEES | RRTICLE

Technology now sits at
the centre of strategy,
financial performance,
operational resilience,
regulatory compliance
and reputation

to manage one of the fastest-moving areas of risk
they face.

What an Al and Digital Committee
is there to do

An Al or Digital Committee isn’t there to run
technology day-to-day - that remains firmly with
management. Its role is to provide oversight,
challenge and strategic direction, ensuring digital
and Al initiatives align with the organisation’s
objectives and risk appetite. These committees
can operate at either Board or Executive level.
Board committees typically focus on strategic
oversight, challenge and assurance, while Executive
committees are generally more concerned with
prioritisation, delivery oversight and escalation.

In practice, the remit is broad. One of the
committee’s primary responsibilities is ensuring
digital and Al investments genuinely support
business priorities rather than simply chasing the
latest technology trend; maintaining visibility over

cybersecurity, data governance, Al controls and
third-party dependencies; and overseeing

governance and ethical
considerations such as
transparency, accountability and
data privacy as stakeholder
and regulatory expectations
continue to evolve.

At the same time,
technology is often not the
real constraint. Whether
transformation succeeds
usually depends on

organisational readiness -
leadership, skills and culture
- which is every bit as much
the committee’s responsibility as
the technology itself. Ultimately, the
committee should monitor whether
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Innovation without
governance creates
exposure.. Too much control
Kills the veryyansformatlon
it meant@to protect v

]

digital initiatives are delivering their intended
outcomes by tracking performance, adoption and
control maturity, while ensuring risks remain
understood and appropriately managed.

Getting the right voices in the room
Effective committees are multidisciplinary, bringing
together business, technology, cybersecurity, risk,
legal, compliance, data governance and strategy
expertise. This diversity of perspectives helps
break down organisational silos, promotes more
balanced decision-making and enables the
committee to champion responsible Al principles
such as accountability, transparency, fairness and
appropriate human oversight.

Risk representation is particularly important.
Digital and Al initiatives are often driven by
innovation and speed - which is entirely
appropriate - but without risk involvement from
the outset, committees can become overly focused
on technology opportunity and insufficiently
challenge downside exposure,
interconnected risks and whether
initiatives remain within the
organisation’s risk appetite.

In practice, this means
maintaining visibility of key
technology-related risks,
including cyber resilience, Al
model risk, data governance,
regulatory compliance, third-

party dependency and
reputational exposure. It also
means ensuring Al systems can be
properly documented and explained -
their purpose, performance and
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limitations - as regulators and auditors begin
to expect this as standard evidence of oversight,
not simply good intention.

Why some committees work and
others don’t

Setting up the committee is the easy part - making
it effective is considerably harder and comes down
to a few disciplined habits.

It starts with clear terms of reference: scope,
authority and interaction with other governance
bodies. Reporting should then be concise and
decision-focused, covering both value realisation
and risk indicators so members can determine
whether initiatives are delivering value and
operating within appetite, rather than simply
creating activity.

One of the practical examples for effective
oversight is the Al inventory - a clear, current
record of what Al systems are in use, where, and
at what level of risk. Without it, committees end up
overseeing in the abstract rather than the specific,
and this is something regulators are starting to
expect organisations to demonstrate, rather than
merely describe.

And because this landscape moves quickly,
continuous learning is essential. Committee
members need to stay current on Al capability,
cybersecurity developments and regulatory
expectations; otherwise, their oversight risks
lagging behind the very technologies they are
meant to oversee.

Conclusion

Not every organisation needs a dedicated Al or
Digital Committee. However, where AI adoption is
widening and oversight is becoming fragmented, a
well-run committee can be difficult to substitute for.

One of the biggest misconceptions is that
committee effectiveness comes from having more
members or the longest terms of reference; they are
the ones that can evidence what they oversee - the
Al inventory, the risk indicators and how AI
systems reach and justify their outputs - rather
than simply describe it.

Innovation without governance creates exposure.
Too much control kills the very transformation it is
meant to protect. Ultimately, the committees that get
this right are the ones that can hold both at once.

B Alexander Larsen CFIRM, Deputy Chair
of the IRM Energy and Renewables Committee

and IRM Saudi Arabia Committee member
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Data transfer from existing
solutions into riskHive ERM
For over 25 years, global organisations across
88: I’i S k H iven relied on riskHive® as a trusted and established
hd provider of Enterprise Risk Management
solutions. Designed for customers seeking a
capability, the riskHive ERM® application provides a fully featured, web-based
platform to manage, control, track, and report on risks, opportunities, issues,
actions, assumptions, and dependencies within a single, integrated environment,

Australasia, EMEA, and the Americas have
rapid, cost-effective approach to centralising risk information with future-ready
starting from scratch or by migrating data from any source or system.
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Contact:

© Ilan Baker

Q@ +441275 545874
or +44 781 8898 997

© lan.baker@riskhive.com
www.riskhive.com

© riskHive Software Solutions Ltd
Dilkush,
Farlers End,
Bristol, BS48 4PG

Achieving GRC objectives
with confidence

Symbiant is an award-winning GRC and audit
platform designed to help organisations
manage risk and achieve objectives with
confidence. The platform is modular and agile,
and easily integrates with existing structures.
Symbiant’s integrated Al assistant analyses your data to identify hidden
threats, predict control failures and understand how risks may cascade across
your organisation. Proven in complex environments, Symbiant has been
providing powerful, flexible and affordable GRC solutions to organisations
of all sizes since 1999.

Symbiant

Contact:

© Andrew Birch

o +44 (0)20 38211993

@ andrewb@symbiant.co.uk
www.symbiant.co.uk

© symbiant
20-22 Wenlock Road
London N1 7GU

TO CONNECT WITH
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Redactive Media:
IRMsales@redactive.co.uk
+44 (0)20 7324 2753

To advertise here, contact Redactive Media:
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